
HOW TO WRITE AN INFORMATION RISK MANAGEMENT POLICY

In this installment of the Risk Management Guide, Shon Harris describes the contents of a risk management policy and
provides a sample.

The IRM policy should address the following items: Objectives of IRM team Level of risk the company will
accept and what is considered an acceptable risk as defined in the previous article Formal processes of risk
identification Connection between the IRM policy and the organization's strategic planning processes
Responsibilities that fall under IRM and the roles that are to fulfill them Mapping of risk to internal controls
Approach for changing staff behaviors and resource allocation in response to risk analysis Mapping of risks to
performance targets and budgets Key indicators to monitor the effectiveness of controls The IRM policy
provides the infrastructure for the organization's risk management processes and procedures, and should
address all issues of information security, from personnel screening and the insider threat to physical security
and firewalls. Threats The University will consider all potential threats applicable to a particular system,
whether natural or human, accidental or malicious. Once you've identified your company's acceptable level of
risk, you need to develop an information risk management policy. The Information Security Manager is
responsible to the Chair of the Information Security Board for managing the risk assessment process and
maintaining an up-to-date risk register. Threat information will be obtained from specialist security
consultancies, local and national law enforcement agencies and security services, and contacts across the
sector and region. Risk Register The calculations listed in the risk assessment process will form the basis of a
risk register. Proper risk management requires a strong commitment from senior management, a documented
process that supports the organization's mission, an information risk management IRM policy and a delegated
IRM team. Please login. I agree to my information being processed by TechTarget and its Partners to contact
me via phone, email, or other means regarding information relevant to my professional interests. This email
address is already registered. In the event that the decision is to Treat, then additional activities or controls will
be implemented via a Risk Treatment Plan. They will be involved in assessing and reviewing High risks via
the Information Security Board. They will direct the information risk appetite for the University and review
the information risk register. They must also take an active role in identifying and reporting new risks. Risk
Appetite and Tolerance The University has agreed a series of risk appetite statements. You have exceeded the
maximum character limit. All risks will be assigned an owner and a review date. The following is an example
of a university IRM policy that can be used as a guideline to help in constructing a policy for your
organization. Vulnerability information will be obtained from specialist security consultancies, local and
national law enforcement agencies and security services, technology providers and contacts across the sector
and region. The IRM policy is focused on risk management while the security policy is very high-level and
addresses all aspects of security. It should provide direction on how the IRM team relates information on
company risks to senior management and how to properly execute management's decisions on risk mitigation
tasks. Please check the box if you want to proceed. The risk appetite statements give the Information Security
Manager, and the Information Security Board, a framework within which to conduct risk assessments and
make recommendations for appropriate treatments. The risk register is held in the Information Security
document store, with access controlled by the Information Security Manager. It requires a balance between the
cost of managing and treating risks, and the anticipated benefits that will be derived. Risk is inherent in all
academic, administrative and business activities, and every member of the University community continuously
manages risk. I may unsubscribe at any time.


